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REAL PARTY IN INTEREST 

TTie real party in interest is Hewlett-Packard Development Company, LP having a 
principal place of business at 20555 S.H. 249 Houston, TX 77070, US-A. (hereinafter 
"HPDC"). HPDC is a Texas limited paitaer^hip and is a wholly-owned affiliate of Hewlett- 
Packard Company, a Delaware corporation, headquartered in Palo Alto, CA. The general or 
tnanaging partner of HPDC is HPQ Holdings, LLC. 

RELATED APPEALS AND INTERFERENCES 
Appellants submit that there are no related appeals or interferences that will directly 
affect or be directly affected by or have a bearing on the Board's decision in the present 
appeal. 

STATUS OF CLAIMS 
In a Final Office Action mailed April 5, 2006, claims 1-24 were finally rejected. 
Claims 1 ^24 are pending in the application, and are the subject of the present Appeal. 

STATUS OF AMENDMENTS 
No amendments have been entered subsequent to the Final Office Action mailed April 
5, 2006, The claims listed in the Claims Appendix, th^efore, reflect the claims as of April 5, 
2006. 

jgfTTVffTvr AT^v ny th tc CLAIMED SUBJECT MATTER 
The subject matter of the independent claims involved in the Appeal is related to a 
mefliod of promoting a current privilege level of a processor of a computer systan controlled 
by an operating system, wherein the current privilege level controls application instruction 
execution in the computer system by controlling accessibility to system resources. 

One aspect of the present invention, as claimed in indepenient claim 1 , provides a 
method (100) of promoting a current privilege level (52) of a processor (32) of a computer 
system (30) controlled by an operating system (36), wherein the current privilege level (52) 
controls application instruction (56) execution in the computer system (30) by contn^Iling 
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accessibility to system resources. The method (100) includes perfonziing a privilege 
promotion instruction (62) by the operating system (36). The privilege promotion instruction 
(62) is stored in a first page (58) of memory (34) not writeable by application instructions 
(56) at a first privilege leveL The privilege promotion instruction (62) includes reading a 
stored previous privilege level state (70) and comparing the read previous privilege level state 
(70) to the current privilege level (52). If the previous privilege level state (70) is equal to or 
less privileged than the current privilege level (52), the current privilege level (52) is 
promoted to a second privilege level which is higher than the first privilege level. See 
Specification, page 5, line 25 - page 10, line 19; and Figures 1 and 2. 

Another aspect of the present invention, as claimed in independent claim 6, provides a 
method (1 00) of executing instructions in a con^niter system (30) controlled by an operating 
system (36). The method (100) includes executing application instructions (56) in a 
processor (32) of the computer system (30) at a current privilege level (52) of the processor 
(32) equal to a first privilege leveL The application instructions (56) are stored in a first page 
(54) of memory (34). The current privilege level (52) controls application instruction (56) 
execution in the compute system (30) by controlling accessibility to system resources. The 
method (100) includes perfomiing a call instruction (104) to a second page (58) of memory 
(34) not writeable by the application instructions (56) at the first privilege level. The call 
instruction (104) includes storing a return address (106) to the first page (54) of memory (34), 
storing the first privilege level in a previous privilege level state (70), and performing a 
privilege promotion instruction (62) by the operating system (36). The privilege promotion 
instruction (62) is stored in the second page (58) of memory (34). The privilege promotion 
instruction (62) includes reading the stored previous privilege level state (70) and comparing 
the read previous privilege level state (70) to the current privilege level (52). If the previous 
privilege level state (70) is equal to or less privileged than the currrait privilege level (52), the 
current privilege level (52) is promoted to a second privilege level which is hi^er than the 
first privilege level. See Specification^ page 5, line 25 - page 10, line 19; and Figures 1 and 
2. 

Yet another aspect of the present invention, as claimed in independ^t claim 12, 
provides a computa* system (30), The computer system (30) includes a processor (32) 
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having a cuirent privilege level (52) which controls application instruction (56) execution in 
the computer system (30) by controlling accessibility to system resources and having a 
previous privilege level state (70). The computer system (30) includes a memory (34) having 
a plurality of memory pages (54, 58) including a first memory page (58) storing a privilege 
promotion instruction (62). The first memory page (58) is not writeable by application 
instructions (56) at a first privilege level. The computer system (30) includes an operating 
system (36) stored in the memory (34) for controlling the processor (32) and memory (34) 
and fiOT perfbiming the privilege promotion instruction (62). The privilege promotion 
instruction (62) reads the previous privilege level state (70) and compares the read previous 
privilege level state (70) to the cuirent privilege level (52), If the previous privilege level 
state (70) is equal to or less privileged than the current privilege level (52), the current 
privilege level (52) is jn^moted to a second privilege level which is higher than the first 
privilege level. See Specification, page 5, line 25 - page 10, line 19; and Figures 1 and 2. 

another aspect of the present invention, as claimed in independent claim 17, 
provides a computer system (30), The computer system (30) includes a processor (32) 
having a current privilege level (52) which controls application instruction (56) execution in 
the computer system (30) by controlling accessibility to system resources. The computer 
system (30) includes a memory (34) having a plurality of memory pages (54, 58) including a 
first memory page (54) storing application instructions (56) and a second memory page (58) 
storing a higher privileged routine (60) and a privilege promotion instruction (62). The 
second memory page (58) is not writeable by the application instructions (56) at a first 
privilege level. The computer system (30) includes an operating system (36) stored in the 
memory (34) for controlling the processor (32) and memory (34). The processor (32) 
executes the application instructions (56) with the cuirent privilege level (52) equal to the 
first privilege level and the application instructions (56) perform a call instruction (104) to the 
second memory page (58). The call instruction (104) stores a return address (106) to the first 
memory page (54) and stores the first privilege level in a previous privilege level state (70). 
The operating system (36) performs the privilege promotion instruction (62). The privilege 
promotion instruction (62) reads the stored previous privilege lervel state (70) and compares 
the read previous privilege level state (70) to the current privilege level (52). If the previous 
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privilege level state (70) is eqxial to or less privileged than the current privilege level (52), the 
current privilege level (52) is promoted to a second privilege level which is higher than the 
firet privilege level. See deification, page 5^ line 25 - page 10, line 19; and Figures 1 and 
2. 

Yet another aspect of the present invention, as claimed in independent claim 23, 
provides a computer readable medixim containing a privilege promotion instruction (62) for 
controlling a computer system (30) to perform a method (1 00) of promoting a current 
privilege level (52) of a jirocessor (32) of the computer system (30). The current privilege 
level (52) controls application instruction (56) execution in the computer system (30) by 
controDing accessibility to system resources. The method (100) includes reading a stored 
previous privilege level state (70) and comparing the read previous privilege levd state (70) 
to the current privilege level (52). If the previous privilege level state (70) is equal to or less 
privileged than the current privilege level (52), the current privilege level (52) is promoted to 
a privilege level which is higher than the current privilege level. See Specification, page 5, 
line 25 - page 10, line 19; and Figures 1 and 2. 

GROUISPS OF REJECTION TO BE REVIEWED ON APPEAL 
L Whether claims 1-5, 12-16, 23, and 24 are patentable under 35 US.C. § 103(a) 

over the Arora U.S. Patent No. 6,393,556 in view of the Mattison U.S. Patent 

Application Publication No. 2002/00693 16. 
II- Whetha- claims 6-1 1 and 1 7-22 are patentable under 35 U.S.C. § 103(a) over 

the Aiora U.S. Patent No. 6,393.556 in view of the Mattison U.S. Patent 

Application Publication No. 2002/00693 16. 

ARGUMENl" 

I. The Applicable Law 

With regard to a 35 U.S.C. § 103 obviousness r^ection: *Tatent examiners carry the 
responsibility of making sure that the standard of patentability enunciated by the Supreme 
Court and by the Congress is applied in each and every case ." MP.E J. 2141 (emphasis in 
the original). The Examine bears the burden und^ 35 U.S.C. § 103 in establishing a prima 
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facie case of obviousness. Jn re Fine, 837 F-2d 1071, 1074, 5 USPQ2d 1596, 1598 (Fed. Cir. 
1988). 

Three criteria must be satisfied to establish a prima facie case of obviousness. First, 
the Examiner must show that some objective teaching in the prior art or $OTne knowledge 
generally available to one of ordinary skill in the art would teach, suggest, or motivate one to 
modify a reference or to combine the teachings of multiple refCTcnces. In re Fine at 1 074. 
Second, the prior art can be modified or combined oidy so long as there is a reasonable 
expectation of success. InreMerck<^ Co., Inc., 800F,2d 1091,231 USPQ 375, 379 (Fed. 
Cir. 1986). Third, the reference or combined references must teach or suggest all of the claim 
limitations. In re Royka, 490 F.2d 981. 180 USPQ 580 (C.CJJV. 1974). 

The court in Fine stated: 

Obvioxisness is tested by •Svhat the combined teaching of the references would 
have suggested to those of ordinary skill in the art*^ But it ''caimot be 
established by combining the teachings of the prior art to produce the claimed 
invention, absent some teaching or suggestion supporting the combination.'^ 
And 'teachings of references can be combined only if there is some suggestion 
or incentive to do so." 
In re Fine, 5 USPQ2d at 1599 (citations omitted). 

Thane must be some teaching somewhere that provides the suggestion or motivation 

to combine prior art teachings and applies that combination to solve the same or similar 

problem that it addresses. In reMlssen^ 851 F.2d 1401, 1403, 7 USPQ2d 1500, 1502 (Fed. 

Cir. 1988); In re Wood, 599 F.2d 1032, 1037, 202 USPQ 171, 174 (C.CJ>.A. 1979). In 

particular, ^The teaching or suggestion to make the claimed combination and the reasonable 

expectation of success must both be found in the prior art, and not based upon applicant's 

disclosure. In re Vaeck, 947 F,2d 488, 20 USPQ2d 1438 (Fed, Cir. 1991); M.P.E.P. § 2142 

(emphasis added). 

The test for obviousness under § 103 must take into considemtion the invention as a 
whole; thai is, one must consider the particular problem solved by the combination of 
elements that define the invention. Interconnect Planning Corp. v. Feil, 774 F.2d 1 132, 
1 143, 227 USPQ 543, 551 (Fed. Cir. 1985). Furthermore, claims must be interpreted in light 
of the specification, claim language, other claims, and prosecution history. Panduit Corp, v. 
DmnisonMfg. Co,, 810 F.2d 1561, 1568, 1 USPQ2d 1593, 1597 (Fed. Cir_ 1987), cert. 
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denied, 481 U.S. 1052 (1987). At the same time, a prior patent cited as a § 103 reference 
must be considered in its entirety, "i.e. as a whole, including portions that lead away fixwn the 
invention." Id, That is, the Examiner must recognize and consider not only the similarities, 
but also the critical differences between the claimed invention and the prior art as one of the 
factual inquiries pertinent to any obviousness inquiry under 35 U.S.C. § 103, In re Bond^ 910 
F,2d 831, 834, 15 USPQ2d 1566, 1568 (Fed. Cir, 1990) (emphasis added). Finally, the 
Examiner must avoid hindsight. Id. 

With regard for the test for obviousness under § 103, a statemmt that modifications of 
the prior art to meet the claimed invention would have been " * wel1 withiTi the ordinary mlHIl 
of the art at the time the claimed invention was made^ " because the references relied upon 
teach that all aspects of the claimed invention were individually known in the art is not 
sufficient to establish a prima facie case of obviousness without some objective reason to 
combine the teachings of the references. Ex parte Levengood, 28 USPQ2d 1300 (Bd, Pat. 
App. & Inter. 1993); M.P.E.P. § 2143.01 (emphasis in the original). 

In conclusion, an applicant is entitled to a patent grant if any one of the elements of a 
prima fade case of obviousness is not established. The Federal Circuit has endorsed this 
view in stating: ^If examination at the initial stage does not produce a prima facie case of 
xinpatentability, then without more the applicant is entitled to grant of the patent." In re 
Oetiker, 977 F.2d 1443, 1446, 24 USPQ2d 1443, 1448 (Fed. Cir. 1992). 

IL Rejection of claims l-5» 12-16, 23, and 24 under 35 U.S«C. § 103(a) as being 

unpatentable over the Arora U^. Patent No. 6,393,556 in view of the Mattison 

UJS. Patent AppUcation PubUcation No. 2002/0069316. 

The combination of the Arora Patent and the Matdson Publication fail to render 
claims 1-5, 12-16, 23, and 24 prima facie obvious. Appellants submit that the Arora Patent 
and the Mattison Publication, eiAer alone, or in combination, fail to teach or suggest the 
invaition of independent claims 1, 12, and 23, 

The Arora Patent discloses changjiig a privilege level in a processor configured to 
pipeline instructions. The -ptocessox includes a first memory storing an architectural privilege 
level that is set at a first privilege level, a second memory storing a plurality of instructions, 
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and a pipeline induding a plxirality of processing stag^. A first instruction is fetched from 
the memory and a detennination is made whether the first instruction requires the first 
privilege level be changed to a second privilege level, and in respotise thereto, any 
subsequent instructions are flushed from the pipeline before recording the second privilege 
level in the first memory. (Abstract). 

In the Arora Patent, the processor 30 maintains a "current privilege level" (CPL) 38 in 
a memory storage device. The CPL is maintained in the processor's register set The 
operating system sets the CPL to prevent the user from performing dangerous or insecure 
operations. If the pipeline 30 is cuirently processing an application program instruction, a 
prior instruction would have set the CPL 38 to the proper privilege level. If an instruction 
requiring a hi^er privilege level follows the current instruction, an instruction, such as an 
"enter privilege code" (EPC) instruction, that directs the processor to change tiiie privilege 
level of the CPL must first be processed to increase the privilege level. (Col. 4, lines 13-27). 

In the AxoTB Patent, after decoding an instruction directing the processor to change the 
CPL 38 from a first to a second privilege level, the processor compares the second privilege 
level to the CPL 38. (Col. 6, lines 27-31). The processor will compare Ae CPL 38 with the 
privilege level specified in the EPC instruction. If the EPC instruction directs the processor 
to change the CPL 38 to a higher privilege level, the processor flushes any instructions in the 
p^line subsequait to the EPC instruction, and continues processing tiie EPC ii^truction. 
Whtti the EPC instruction is retired, the CPL 38 privilege level is increased. If the EPC 
instruction specifies a privilege level lower than or the same as the CPL 38, the processor will 
issue a feult. (Col. 6, lines 46-59). 

The Arora Patent and the Mattison Publication, either alone, or in combination, fail to 
teach or suggest performing a privilege promotion instruction by the operating system, 
the privilege promotion instruction being stored In a first page of memory not wiiteable 
by application instructions at a first privilege level, the privilege promotion instruction 
including: reading a stored previous privilege level state; comparing the read previous 
privilege level state to the current privilege level; and if the previous privilege level state 
is equal to or less prrviieged than the current privilege level, promoting the current 
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privilege level to a second privilege level which is iiigher than the first privilege level as 

recited in independent method claim 1, 

The Examiner admits that the Arora Patent docs not disclose storing the privilege 
level promotion instruction in a page of memory not writable by application instructions at a 
first privilege level- (Final OflSce Action mailed April 5, 2006, page 5). The Examiner 
submits that the Mattison Publication discloses this claim limitation in paragraphs 0015 and 
0016. 

The Mattison Publication discloses a method and apparatus for protecting flash 
monory such as a Basic Input/Output System (BIOS) fixm any unauthorized reprogramming 
efforts. The system includes a memory controller that provides a mode where the processor 
is restricted to accessing only the flash memory (i.e., a mode where the processor can only 
execute instructions from the flash memory and not from any other memory such as main 
system memory or cadie). This mode can be enabled or disabled by setting or clearing a 
control register of the system memory controller. In addition, the memory controller 
incorporates a set of registers that can be used to define limited regions of accessibility to 
memoTy space outside flash memory. These registers are accessible to the processor only 
when the controller is operating in the restricted access mode. Hie register set consists of one 
or more pairs of registers, wherein each pair consists of a base register and a limit register. 
The base and limit registers define a memory region beyond flie flash memory which would 
be accessible to the processor when the system is operating in the restricted mode. 
(Paragraphs 0015-0016). 

The flash memory protection disclosed by the Mattison Publication does not teach or 
suggest the privilege promotion instruction being stored in a first page of memory not 
writeable by application instructions at a first privilege level as recited in claim 1, The flash 
memory protection system disclosed by the Mattison Publication is not related to privilege 
levels. In contrast, the flash memory protection system is just a mode of operation initiated 
by a flash monory upgrade program. (Paragr^h 0019). The Mattison Publication &ils to 
teach or suggest privilege levels or a first page of memory not writable by a^iplication 
instructions at a first privilege level. 
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The Examiner states that the claim 1 limitations of reading a stored previous privilege 
level state and comparing the read previous privilege level state to the current privilege level 
is disclosed in column 6, lines 46-49 of the Arora Patent. (Final Office Action mailed April 
5, 2006, page 4). The Examiner also states that the previous privilege level stale is disclosed 
by CPL 38 of the Arora Patent. (Final OfSce Action mailed April 5, 2006, page 4). In 
addition^ the Examiner states that ^comparing the current privilege level to the instruction's 
privilege level wherein this ca$e the instruction's privilege level is the current privilege level 
and the stored privilege level is the previous privilege level." (Final OfiSce Action mailed 
April 5, 2006, page 4). 

The cited text of the Arora Patent discloses comparing the architectural CPL with the 
privilege level specified in the EPC instruction. (CoL 6, lines 46-49). The Arora Patrat fails 
to disclose the claim 1 limitations of reading a stored previous privilege level state and 
comparing the read previous privilege level state to the current privilege level. In the Arora 
Patent, a previous privilege level state is not stored and therefore caimot be read. 

The Arora Pat^t also discloses that the CPL is compared to the privilege level 
specified in the EPC instruction. In contrast, claim 1 requires comparing the read previous 
privilege level state to the current privilege leveL The privilege level of the EPC instruction 
does not teach or suggest the current privilege level. Rather, the EPC instruction directs the 
processor to change the privilege level of the CPL. (Col. 4, lines 24-26), The EPC 
instruction provides a potential future privilege level, not the current privilege level. The 
Arora Patent discloses that an EPC instruction eventually may cause the processor 30 to 
change the architectural CPL 38 to a second privilege level. (CoL 4, lines 56-58). 

The Examiner states that the claim 1 limitations of 'Hf a previous privilege level state 
is equal to or less privileged than the current privilege level, promoting the current privilege 
level to a second privilege level which is higher than the first privilege level" are disclosed by 
the Arora Patrat "since the EPC instruction directs the processor to change the architectural 
privilege level to a higher privilege level . . (". . . increase the architectural current 
privilege level from privilege level 3 to privilege level 0"). (Final Office Action mailed April 
5, 2006, page 5), The Examiner further states that, in comparing privilege levels, it is 



11 



PA(£13B7*R(M)ATm64:48:34PM [Eastern DayOgMM^ 



08/07/2008 15:52 FAX 612 573 2005 



DICKE,BILLIG&CZAJA P. A. 



iaoi4 



Appeal Brief to the Board of Patent Appeals and Interferences 
of the United States Patent and Trademark Office 

AppeUant: Dale C. Morris* et al. 
Serial No.; 09/499,720 
Filed: February 8, 2000 
DocketNo-: 10991915-1 

Title: PRXVH-EGE PROMOTION BASED ON CHECK OF PREVIOUS PRIVILEGE LEVEL 



understood that the stored privilege level (stored in CPL 38) must be read in the comparison 
process. (Final Office Action mailed April 5, 2006, page 5). 

The Arora Patent discloses raising the current arx±itectural CPL to the privil^e level 
specified in the EPC instruction. (Col. 6, lines 46-49), The Arora Patent, however, does not 
disclose the claim 1 limitation of promoting the current privilege level to a second privilege 
level which is higher than the first privilege level if the previous privilege level state is equal 
to or less privileged than the current privilege level. 

Claim 1 recites if the previous privilege level state is equal to or less privileged than 
the current privilege levels promoting the current privilege level. In contrast, the Examiner 
states that the Arora Patent discloses increasing the current privilege level if the privilege 
level of the CPL is lower than the privilege level of the EPC. The Arora Patent discloses if 
the EPC instiiction specifies a privilege level lower than, or the same as^ the architectural 
CPL, the processor will issue a favdt rather than promote the CPL. (Col. 6, lines 56-59). In 
addition, the Examiner states that the privilege level of the EPC instruction discloses the 
current privilege level state and the CPL discloses the stored previous privilege level state. 
(Final Office Action mailed April 5, 2006, pages 4-5). Further, the Examiner states that the 
privilege level of &e EPC instruction is the privilege level necessary for the instruction that is 
currently being prepared for execution in the system, thus it is a current privilege level; and 
that the CPL is the previous privilege level because it was the privilege level necessary for 
the execution of a previous instruction. (Final Office Action mailed April 5, 2006, pages 2- 
3). Therefore, based on the Examiner's interpretation, claim 1 would recite if the CPL is 
equal to or less privileged than the privilege level of the EPC instruction, promoting the 
current privilege IcvcL The CPL, however, is tfie current privilege level, not the previous 
privilege level state, and the privilege level of the EPC instruction is a future privilege level, 
not the current privilege level as submitted by the Examiner. The CPL in the Arora Patent is 
not increased to the privilege level of the EPC instruction until the EPC instruction is retired, 
(CoL 6, lines 54-56). 

Further, there is no teaching or suggestion to combine the Arora Patent with the 
Mattison Publication in a manner that would provide the invaition of independent claim 1 . 
The Arora Patent is directed to an ^^aratus and method for changing a privilege level in a 
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processor configured to pipeline instructions- In contrast, the Mattison Publication is directed 
to a method and apparatus for protecting flash memory and is not related to pipeline 
instructions or privilege levels. The Arora Patent and the Mattison Publication address 
unrelated problems. One skilled in the art would not look to the Mattison Publication when 
designing an apparatus and method for changing privilege levels. One skilled in the art could 
not combine the apparatus and method for changing the privilege level in a processor 
configured to pipeline instrut^ons of the Arora Patent with tbe flash memory protection 
system of the Mattison Publication in a manner that would provide the invention recited by 
independent claim 1. 

In view of the above, Appellants believe independent claim 1 to be allowable over the 
Arora Patent and the Mattison Publication. Dependent claims 2-5 further define pataitably 
distinct indepoident claim L Accordingly, dependent claims 2-5 are also believed to be 
allowable over the Arora Patent and the Mattison Publication. 

TTie Arora Patent and the Mattison Publication, either alone, or in combination, also 
fidl to teach or suggest the computer system of independent claim 12 including a memory 
having a plurality of memory pages indudtng a first memory page storing m privilege 
promotion instmctlon, wherein the first memory page is not wrlteable by application 
instructions at a first privilege level; and performing the privilege promotion instruction 
as follows: reads the previous privilege level state; compares the read previous privilege 
level state to the current privilege level; and if the previous privilege level state is equal 
to or less privileged than the current privilege level, promotes the current privilege level 
to a second privilege level which is higher than the first privilege level. 

The Arora Patent and the Mattison Publication, either alone, or in combination, also 
fail to teach or suggest the computer readable medium of independent claim 23 containing a 
privilege promotion instruction for controlling a computer system to perform a method 
including reading a stared previous privilege level state; comparing the read previous 
privilege level state to the current privilege level; and if the previous privilege level state 
is equal to or less privileged than the current privilege level, promoting the current 
privilege level to a privilege level which Is higher than the current privilege leveL 
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For the same reasons as discussed above with reference to independent claim 1, the 
Arora Patent and the Mattison Publication fail to teach or suggest the above limitations of 
independent claims 12 and 23, which are similar to the above limitations of independent 
claim 1. 

In view of the above. Appellants believe independent claims 12 and 23 to be 
allowable over the Arora Pat^t and the Mattison Publication. Dependent claims 13-16 
fiirttier define patentably distinct independent claim 12, and dep«ident claim 24 further 
defines patentably distinct independent claim 23. Accordingly, dependent claims 13-16 and 
24 are also believed to be allowable over the Arora Patent and the Mattison Publication. 

In view of the above. Appellants respectfiilly request reversal of the rejection of 
claims 1-5, 12-16, 23, and 24 under 35 U.S.C. § 103(a). 

IIL Rejection of claims 6-11 and 17-22 under 35 LI.S.C. § 103(a) as being 

unpatentable over the Arora U.S« Patent No. 6^93^56 in view of tbe Mattison 

Patent Application Publication No. 2002/0069316. 
The combination of the Arora Patent and the Mattison Publication fail to render 

claims 6-11 and 17-22 prima facie obvious. Appellants submit that the Arora Patent and the 

Mattison Publication, either alone, or in combination, &il to teach or suggest the invention of 

independent claims 6 and 1 7. 

The Arora Patent and the Mattison Publication were described above in Section n of 

the Argumoit. 

The Arora Patent and the Mattison Publication, either alone, or in combination, fail to 
teach or suggest performing a call instruction to a second page of memory not writeable 
by tiie application instructions at the first privflege level, the call instruction including: 
storing the first privilege level in a previous privilege level state; and performing a 
privflege promotion instruction by the operating system, the privilege promotion 
instruction being stored in the second page of memory, the privilege promotion 
instruction including: reading the stored previous privilege level state; comparing the 
read previous privflege level state to the current privflege level; and if tiie previous 
privflege level state is equal to or less privileged than the current privflege level, 
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promoting the current privilege level to a second privilege level which is higher than the 
first privilege level as recited in independent method claim 6. 

For the same reasons as discoissed above with reference to independent claim 1 in 
Section II of the Argument, the Aiora Patent and the Mattison Publication fail to teach or 
suggest the above limitations of claim 6, which are similar to the above limitations of claim 1 . 

In addition, the Arora Patent and the Mattison PnbUcation fail to teach or suggest 
storing the first privilege level in a previous privilege level state. The Examina- submits that 
the CPL 38 is the previous privilege level state and the privilege level of the EPC instruction 
is the current privilege leveL (Final OfBce Action mailed April 5, 2006, pages 4-5). The 
Examiner also submits that the privilege level of the EPC instruction is the privilege level 
necessary for the instruction that is cmrently being prepared for execution in the system, thus 
it is a current privilege level; and titiat the CPL is the previous privilege level because it was 
the privilege level necessary for the execution of a previous instruction. (Final Office Action 
mailed April 5, 2006, pages 2-3). 

Claim 6, however, recites executing application instructions in a processor of the 
computer system at a current privilege level of the processor equal to a first privilege level, 
and wherein the current privilege level controls application instruction execution in the 
computer system by controlling accessibility to system resources. The current privilege level 
as recited in claim 6 is not the privilege level of previous instructions but rather the privilege 
level for currently executing instructions. FiirthCT, in the Arora Patent the CPL is never 
stored in a previous privilege level state. Tlie CPL is increased when an EPC instruction is 
retired. (Col. 6, lines 54-56). The Arora Pat«it discloses a current privilege level and a 
privilege level of an EPC instruction (which is a fixture privilege level) as opposed to the 
current privilege level and the stored previous privilege level state as recited by claim 6. 

In view of the above. Appellants believe independent claim 6 to be allowable over the 
Arora Patent and the Mattison Publication. Dependent claims 7-1 1 further define patentably 
distinct independ^t claim 6. Accordingly, dependent claims 7-11 are also believed to be 
allowable over the Arora Patent and the Mattison Publicatioru 

The Arora Pat«it and the Mattison Publication, either alone, or in combination, fail to 
teadi or suggest the computer system of independent claim 1 7 including a memory having a 
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plurality of memory pages including a first memory page storing application 
instructions and a second memory page storing a hlgiier privileged routine and a 
privilege promotion instruction, wherein the second memory page is not writeable by 
the application instructions at a first privOege level; wherein the processor executes the 
application instructions with the current privilege level equal to the first privilege level 
and the application instructions perform a call instruction to the second memory page 
as follows: stores the first privilege level in a previous privilege level state; and wherein 
the operating system performs the privilege promotion instruction as follows: reads the 
stored previous privilege level state; compares the read previous prlvOege level state to 
the curre^at privilege level; and if the previous privilege level state is equal to or less 
privileged than die current privilege level, promotes the current privilege level to a 
second privilege level which is hi^er than the first privilege level. 

For the same reasons as discussed above with ref^^ce to independent claim 6, the 
Aiora Patent and the Mattison Publication fail to teach or suggest the above limitations of 
independent claim 1 7, which are similar to the above limitations of independent claim 6. 

In view of the above. Appellants believe independent daim 17 to be allowable over 
the Arora Patent and the Mattison Publication. Dependrat claims 1 8-22 further define 
patentably distinct independent claim 17. Accordingly, dependent claims 18-22 are also 
believed to be allowable over the Arora Patent and the Mattison Publication. 

In view of the above. Appellants respectfully request reversal of the rejection of 
daims 6-11 and 17-22 under 35 U.S.C. § 103(a), 

CONCLUSION 

For the above reasons. Appellants respectfully submit that the cited references neither 
antidpate nor render obvious the pending claims of the Present Application. The pending 
daims distinguish over the dted references, and therefore. Appellants respectfully submit 
that the rejections must be withdrawn, and respectfully request the Examiner be reversed and 
claims 1 -24 be allowed. 
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Any inquiry regarding this Appeal Brief should be directed to ei&er David A. Pettner 
at Telephone No- (408) 447-301 3, Facsimile No. (408) 447-0854 or Patrick G, BUlig at 
Telephone No. (612) 573-2003, Facsimile No. (612) 573-2005. In addition, all 
correspondence should continue to be directed to the following address: 

IP Administration 
Legal Department, M/S 35 
HEWLETT-PACKARD COMPANY 
P.O. Box 272400 

Fort Collins, Colorado 80527-2400 

Respectfully submitted. 
Dale C- Morris, et al.. 
By, 

DICKE, BILLIG & CZAJA, PLLC 
Fifth Street Towers, Suite 2250 
100 South Fifth Street 
Minneapolis, MN 55402 
Telephone: (612) 573-2003 
Facsimile: (612) 573-2005 

POB:kmh 



CERTIFICATE UNDER 37 C.F.R. 1.8 : Tlie undersigned hereby certifies that this paper or papers, as describod 
herein, are being &csimile transmitted to the United States Patent and Trademaik Office, Fax No. (571) 273-8300 
on thi^ 2^1 day of August, 2006. 




Reg. No- 38,080 
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L (Original) A method of promoting a current privilege level of a processor of a computer 
system controlled by an operating system, wherein the current privilege level controls 
application instruction execution in the computer system by controlling accessibility to 
system resources, the method comprising: 

performing a privilege promotion instruction by the operating system, the privilege 
promotion instruction beii^g stored in a first page of memory not writeable by application 
instructions at a first privilege level, the privilege promotion instruction including: 

reading a stored previous privilege level state; 

comparing the read previous privilege level state to the current privilege level; and 
if the previous privilege level state is equal to or less privileged than the current 

privilege level, promoting the current privilege level to a seoond privilege level which is 

higher than the first privilege level. 

2- (Original) The method of claim 1 wherein the step of performing die privilege promotion 
instruction fiuther includes: 

if the previous privilege level state is more privileged than the current privilege level, 
taking an illegal operation fault. 

3. (Original) The method of claim 1 wherein the system resources include system registers. 

4- (Original) The method of claim I wherein the system resources include system 
instmctions. 

5. (Qrighial) The metlK>d of claim 1 wherein the system resources include memory pages. 

6. (Original) A method of executing instructions in a computer system controlled by an 
operating system* the method comprising: 

executing ^>plication instructions in a processor of the computer system at a current 
privilege level of the processor equal to a first privilege level, wherein the application 
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instnictioni? are stored in a first page of memoiy, and wherein the currrat privilege level 

controls application instruction execution in the computer system by controlling accessibility 

to system resources; 

performing a call instruction to a second page of memoiy not writeable by the 

application instructions at the first privilege level, the call instruction including: 
storing a return address to the first page of memory; and 
storing the first privilege level in a previous privilege level state; and 
performing a privilege promotion instruction by Ae operating system^ the privilege 

promotion instruction being stored in the second page of memory, the privilege promotion 

instruction including: 

reading the stored previous privilege level state; 

comparing the read previous privilege level state to the current privilege level; 

and 

if the previous privilege level state is equal to or less privileged than the 
current privilege level, promoting the current privilege level to a second privilege 
level which is higher than the first privilege level. 

7. (Original) The method of claim 6 further comprising: 

performing a return instruction including: 

transferring instruction control fiow to the stored return address to the first 
page of m^ory; and 

demoting the current privilege level to the stored previous privilege level state. 

8. (Original) The method of claim 6 wherein the step of performing the privilege promotion 
instruction fiirth^ includes: 

if the previous privilege level state is more privileged than the current privilege level, 
taking an illegal operation fault 

9. (Original) The method of claim 6 wherein the system resotm:es include system registers. 
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1 0. (Original) The method of claim 6 wherein the system resources include system 
instructions. 

1 1 . (Original) The method of daim 6 wherein the system resources include memory pages. 

12. (Original) A computer system comprising: 

a processor having a current privilege level >)diich controls application instruction 
execution in the computer system by controlling accessibility to system resources and having 
a previous privilege level state; 

a m«nory having a plurality of memory pages including a first memory page storing a 
privilege promotion instruction, wherein the first memory page is not writeable by 
application instructions at a first privilege level; and 

an operating system stored in the memory for controlling the processor and memory, 
and p^orming the privilege promotion instruction as follows: 
reads the previous privilege level state; 

compares the read previous privilege level state to the current privilege level; 

and 

if the previous privilege level state is equal to or less privileged than Ae 
current privilege level, promotes the current privilege level to a second privilege level 
which is higher than the first privilege level, 

13. (Original) The computer system of claim 12 wherein the operating system performing 
the privilege promotion instruction further includes: 

if the previous privilege level state is more privileged than the current privilege level, 
taking an illegal operation fault. 

14. (Original) The computer system of claim 12 fiirther comprising: 

system registers, and wherein the system resources include the system registers. 
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15. (Qriginal) The computer system of claim 12 wherein the system resources include 
system instructions, 

16. (Original) The computer system of claim 12 wherein the system resources include 
memory pages. 

17. (Original) A computer system comprising: 

a processor having a current privilege level which controls application instruction 
execution in the computer system by controlling accessibility to system resources; 

a memory having a plurality of m^nory pages including a first memory page storing 
application instructions and a second memory page storing a higher privileged routine and a 
privilege promotion instruction, wherein the second memory page is not wiiteable by the 
plication instructions at a fust privilege level; 

an op^ting system stored in the memory for controlling the processor and memory; 
wherein the processor executes the application instructions with the current privilege 
level equal to the first privilege level and the application instructions perform a call 
instruction to the second memory page as follows: 

stores a return address to the fir^ memory page; and 
stores the first privilege level in a previous privilege level state; and 
wherein the operating system performs the privilege promotion instruction as follows: 
reads the stored previous privilege level state; 

compares the read previous privilege level state to the current privilege level; 

and 

if the previous privilege level state is equal to or less privileged than the 
current privilege level, promotes the current privilege level to a second privilege level 
which is hi^er than the first privilege level. 

18. (Original) The computer system of claim 17 wherein the processor via the higher 
privileged routine performs a return instruction as follows: 
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transfers instruction control flow to the stored return address to the first page of 
memory; and 

demotes the current privilege level to the stored previous privilege level state. 

19. (Origtnal) The computer system of claim 17 wherein the operating system performing 
the privilege promotion instruction further includes: 

if the previous privilege level state is more privileged than the current privilege level, 
taking an illegal operation fault. 

20- (Original) The computer system of claim 1 7 further comprising: 

system registers, and wherein the system resources include the system registers. 

21 . (Original) The computer system of claim 17 wherein the system resources include 
system instructions. 

22. (Original) The computer system of claim 1 7 wherein the system resources include 
memory pages- 

23. (Original) A computer readable medium containing a privilege promotion instruction for 
controlling a computer system to perform a method of promoting a current privilege level of 
a pmoessor of the computer system, wherein the current privilege level controls application 
instruction execution in the computer system by controlling accessibility to system resources, 
the method comprising: 

reading a stored previous privilege level state; 

comparing the read previous privilege level state to the currmt privilege level; and 
if the previous privilege level state is equal to or less privileged than the currrat 

privilege level, promoting the current privilege level to a privilege level which is higher than 

the current privilege level. 
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24. (Original) The computer readable medium of olaim 23 wherein the m^hod of promoting 
the current privilege level further comprises: 

if the previous privilege level state is more privileged than the current privilege level, 
taking an illegal operation fault. 
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None. 
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RELATED PROCEEDINGS APPENDIX 

None. 
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